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WIPO | PROOF

TRUSTED DIGITAL EVIDENCE FOR YOUR INTELLECTUAL
ASSETS

@ WATCH THE VIDEQ

DISCOVER WIPO PROOF

¥

WHAT IS WIPO PROOF?

WIPQ PROOF is an online service that rapidly produces tamper-proof evidence which you can use to prove that your digital file existed at a specific point in
time.

Whether you have a creative work, a product design, an invention or research data and insights from the innovation process, WIPO PROOF is an additional
way to safeguard valuable intellectual assets.

In secands, WIPO PROOF uses industry-leading secure technology to generate a globally recognized digital fingerprint of your intellectual asset. This is
your WIPG PROGF token - a unique fingerprint of your digital file, dated and timestamped the second it is created. You receive your token and another copy
is stored securely on WIPO servers in Switzerland. )

WIPO PROOF is backed by WIPQ's 130 years of experience providing secure, trustworthy IP services worldwide.

Find out how it works

WHY USE WIPO PROOF?

Creating and innovating is often a long, iterative process that generates many valuable outputs along the way. Proving that an idea, lyric, sketch, or other
ariginal creation existed before someone else’s can add substantially ta its value.

WIPO PROOF provides innavators and creators with secure evidence that a creation existed at a given point in time - and can be verified by anyone.
This can help prevent misuse and misappropriation and can be used in resolving legal disputes.

WIPQ PROOF complements existing IP systems, adding another tool for managing your intellectual assets strategically.

How can WIPQO PROQF help me? 4‘

https://wipoproof.wipo.int/wdts/
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BENEFITS OF WIPO PROOF

i &

EVIDENCE CONFIDENTIAL
Get verifiable and indefinitely valid evidence that your Create a digital fingerprint of your file while keeping it
intellectual asset existed at a specific paint in time. completely confidential.

& &6

COST EFFECTIVE DISPUTE RESOLUTION
Control costs by buying the pre-paid bundle of WIPO PROOF Safeguard your intellectual assets and help pre-empt
tokens that meets your needs. unlawful behaviar.

Y | ®

TRUSTED AND SECURE WORLDWIDE COVERAGE
Feel secure with the highest standard of digital encryption Use your WIPQ PROOF tokens in countries that legally
technology and storage on secure servers in Switzerland. recognize and accept certified digital evidence.

https://wipoproof.wipo.int/wdts/
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WHAT WIPO PROOF SAFEGUARDS

CREATIVE WORKS AND DESIGNS

Audio-visual works, textile designs, software code, industrial design sketches and more.

TRADE SECRETS AND KNOW-HOW ) RESEARCH AND DATA

Formulas, methods, processes, compilations/lists, business plans, recipes and more.Collections of data, research results, lab notes and more.

OTHER DIGITAL ASSETS

Version history of agreements, contracts, technologies or data reference in documents.

Find out how to safeguard your intellectual assets

https://wipoproof.wipo.int/wdts/
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WIPO PROOF SERVICES

WIPO PROOF TOKEN PREMIUM CERTIFICATE

A unique digital fingerprint of your intellectual asset. Generate a PDF certificate of your token, stamped and

signed by WIPO - See sample.
Indefinite validity. 5 years of token storage, included.

Indefinite validity.

From 20 CHF From 20 CHF

ing taxes and fees
Including ta Including taxes and fees

Get started Get started

WIPO PROOF BUNDLES - ONLINE VERIFICATION

Buy pre-paid bundles of WIPO PROOF tokens. Immediately verify online any WIPO PROQOF token.

From 190 CHF Free

FOR A BUNDLE OF 10
Including taxes and fees

Get started _ Get started

https://wipoproof.wipo.int/wdts/ 4,



How it works

WIPO PROOF creates tokens using the highest
standard of Public Key Infrastructure technology
and is compliant with the RFC 3161 protocol.

0

®

Access

Connect to the WIPO PROOF web application via the url
wipoproof.wipo.int using any modern browser.

Request a WIPO PROOF token

Choose a digital file(s) in any electronic format.
NB: A WIPO Account is required to process a purchase request for a
WIPO PROOF token.

The local browser generates a unique digital fingerprint (a hash)

of the file using a strong SHA-2 (256bit), one-way hashing algorithm.
NB: At no point in time is the original digital file uploaded to WIPO PROOF.

The customer retains full possession of the digital file(s). Only the hash of the
digital file(s) that is calculated in the customer’s browser is uploaded to

WIPO PROOF.

WIPO PROOF token creation

WIPO PROOF'’s audited and high-integrity backend system, fully
compliant with industry standards, timestamps the hash of the
digital file(s). The hardware-based timesource used to timestamp the
hash is synchronized to the Coordinated Universal Time (UTC).

L
5 )) The hash is signed with the private key stored in a locked-down

Hardware Security Module (HSM) certified to FIPS-140 level 3
standard, creating a digital signature. A public key is added to the
digital signature to ensure authenticity.

Download the resulting WIPO PROOF token which provides
unalterable proof of existence of the digital file(s) at the point in time
the token was created.



WIPO PROOF token creation process

Download the trusted
WIPO PROOF token.
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